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Overview

This manual is to introduce the method to establish VPN tunnel between USR-G800(VPN Server) and
USR-G806(VPN Client).

Note: After configuring G806 and G800, user needs to restart modules. And user can connect G800 VPN
server interface(Only G806 one VPN Client connection, so only pppO in test) after configuring and
restarting G806 and G800.

1.Configure USR-G800

1.1.Enter G800 Web Server

Connect PC to G800 LAN interface or WLAN interface and configure PC into DHCP mode as follow:
Internet Ti}% RS 4 (TCP/IPvd) Properties X

General  Alternate Configuration

You can get [P settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
far the appropriate IP settings.

®@Dbtain an 1P address automatically!
(O Use the following IP address:

(®) Obtain DNS server address automatically
(D) Use the following DS server addresses:

]
. ]

Validate settings upon exit Advanced. ..

Cancel
Figure 1 Configure PC to DHCP mode

Then enter GBOO Web Server by entering G800 LAN interface IP address (Default is 192.168.1.1) and login with
username and password(Default both are root). User can switch between English/Chinese from top right corner.

2 USRIOT

Communication Expert of Industrial 10T

Be Honest, Do Best!

Authorization Required

Please enter your username and password.

Username: root

Password: esee|

Figure 2 Enter G800 Web Server
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1.2.Upgrade firmware

User also needs to upgrade G800 firmware to USR-G800-V1.0.15-vpnserver-1801221557.bin which supports
VPN Server function.

reset” .

USR-G800

Download backup: Generate archive

Reset to defaults: | @ Perform
Status
SERIC To restore configuration files, you can upload a previously generated backup archive here.
Network Restore backup: | M&fB3CEE | BT @ upload archive...
SerialtoEth
Firewall

Upload a proper image here to replace the running firmware. Check "Keep settings” to retain the current configuration.

System
Administration Keep settings:
eck image:
Scheduled Tasks .
Backup/U d Image: || BE8E3MF ||RiEEEALE =
ackup/Upgrade IRSEEEE ‘
febeot Choose frmware file Ciick to upgrade
Logout

Figure 3 Upgrade firmware
Note: User can’t choose ‘Check image’ if user upgrades G800 from higher firmware to lower firmware.

The whole firmware upgrading process will last 30s~50s and user must keep powering the module and
connecting to module during upgrading process. User needs to enter Web Serve again after upgrading
successfully(Over 50s).

1.3.Enable VPN Server and configure parameters

Firstly, user should enable VPN Server and configure general parameters by Web Server as follow:
- _ )

USR-G800 :
Server Settings
Status

HiEbI VRN Sefver -

private ip ddns Server IP 192.168.0.10
Dynamic DNS @ VPN Server IP address, it not required.
Captive Portals Client 1P 192.168.0.20-30

@ VPN Client IP address, it not required.
RemoteManager

DNS IP address 8.8.8.8 G

PPTP Server e — )

@ This will be sent to the client, it not required.
L2TP Server
Network

Users Manager

SerialtoEth
Firewall Enabled User name Password IP address
System
Logout < test test 2 fii Delete

Figure 4 VPN Server general parameters

After clicking ‘Save & Apply’ on bottom of web page, user also needs to configure VPN Server advanced
parameters as follow:
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USR-G800

Server Settings

General Setup Advanced Settings
Status

~ Services Enable MPPE Encryption ¥ (@ allows 128-bit encrypted connection.

private ip ddns require mschap-v2 ¥

Dynamic DNS

require mschap ¥

Captive Portals
require chap

RemoteManager
PPTP Server IR e Aap
L2TP Server require pap
Network Enable NAT Forward [ @ Allows forwarding traffic,
SerialtoEth
Enable remote service [ @ Allows remote computers on the Internet to connect to VPN Server.

Firewall

LCP echo failure threshold 3
System @ Drarrna prerio b Sead e g ten amount SEECDjschioalpmsssa 0 o igriote Faluras
Logout

LCP echo interval 120

Figure 5 VPN Server advanced parameters

1.4.Add VPN Server interface

User can add VPN Server interface as follow:

USR-G800
Interface Overview
Status Network Status Actions
Services Uptime: Oh 13m 33s
LAN MAC-Addressi D8:B0:4C:D0:18:ED 2 connect @ stop
G e) TX: 637.07 KB (1744 Pkts) || e
belan Pv4: 192.168.1.1/24 m
IPv6: FDSF:9A71:EA59:0:0:0:0:1/60
APNSET
WAN 4G Uptime: Oh Om Os i
AN i t St
IPSECSET MAC-Address: 00;A0:C6:00:00:00 LTINS @ stop
& RX: 0.00 B (O Pkts.) @ Edit = Delet
Wifi it TX: 92.68 KB (273 Pkts) ! @ Delete
DHCP and DNS . Uptime: Oh 13m 29s
WARN ED MAC-Address: D8:60:4C:D0:18:ED & Connect @ Stop
Hostnames = RX: 806.20 KB (6421 Pkts.)
eth0.2 TX: 144.06 KB (1096 Pkts.) @ Edit il Delete
Static Routes IPv4: 192.168.5.63/24
Diagnostics (4 Add new interface...
QoS
SerialtoEth

Figure 6 Add new interface

Then configure VPN interface as follow:
® Name of the new interface: User can configure the ‘Name of the new interface’ according to own wants

which must conform to rules.

Protocol of the new interface: Choose ‘Unmanaged”.

Cover the following interface: When user adds new VPN Server interface and configures ‘Custom Interface’,
user should add one new interface from ppp0 once there is new VPN Client connection.(In this manual, only
one G806 connects to GBOO as VPN Client, so configure ‘Custom Interface’ to ‘ppp0’. If there are two VPN
Client connections, G800 should have two new interface with “ppp0’ and ‘ppp1’)

Jinan USR IOT Technology Limited 4 WWW.usriot.com
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Create Interface
USR-G800
Name of the new interface serverl
B Theattowed characers arer =2, 52, 0-9 and _

Status Protocol of the new  Unmanaged al
it interface
Network Create a bridge over

multiple interfaces
SerialtoEth

: " Cover the following ' g Ethernet Adapter: "apcli0”

bitefa Egetlace g_“' Ethemnet Switch: "eth0"
System 3% VLAN Interface: "eth0.1" (lan)
Logout 5% VLAN Interface: "eth0.2" (wan_wired)

&2 Ethernet Adapter: "eth1" (wan_4g)
&2 Ethernet Adapter: "raQ"

4! Ethernet Adapter: "wds0"

#! Ethernet Adapter: "wds1"

# Ethernet Adapter: "wds2"

= Ethernet Adapter: "wds3"

&

4 Wireless Network: Master "USR-G800- 18ED" (lan)

| ®  [» Custom Interface: ‘pppm‘ | ‘

Figure 7 Configure VPN Server interface

After VPN Client connecting, the ppp0 interface will display as follow:

USR-G800
Interfaces

Interface Overview

Status

Services Network Status Actions

RX: 8.04 KB (107 Pkts) ZaGonnecty) [@istop
& TX: 1.73 KB (30 Pkts) Z.cot) [pets

ppR0 1Pv4: 192.168.0.10/32
APNSET
Uptime: 0h 13m 40s
IPSECSET e
LAN MAC-Address: D8:B0:AC:D0:18:ED FETTEEN (I
, RX: 476.20 KB (3497 Pkts.)
wifi & a) TX: 1.03 MB (3111 Pkts) =
A 1Pv4: 192.168.1.1/24 &St || W Delets
DHCP and DNS IPV6: FDSF9AT1:EASS:0:0:0:0:1/60
Hostnames TN Tiiias
‘WAN_4G Uptime: Oh Om Os =
- Ci t St
’ MAC- Address: 00:A0:C6:00:00:00 & LONReE & stoo
Static Routes yo RX: 0.00 B (0 Pkts)
: ) ethl TX: 93.36 KB (275 Pkts) By Wk
Diagnostics
Uptime: Oh 13m 36s
o Ll MACAddress: D8:80:4C:D0:18:ED & Connect | @ Stop
) - RX: 776.97 KB (5335 Pkts.)
SerialtoEth s TX: 281.81 KB (1931 Pkts) & £dit | | @ Delete

= - 1Pw4- 192 1RR 5 R3/24

Figure 8 VPN Server interface

1.5.Configure Static Routes

To achieve communication between two router’s device through VPN tunnel, user should configure ‘Static
Routes’.

Configure the Static routes as follows:

® Interface: Choose VPN interface.(serverl in this test)

® Target: 192.168.10.0. IP of VPN Client’s(G806) device. G806’s LAN IP is changed to 192.168.10.1 in next
steps, so Target set to 192.168.10.0 can communicate to all device which connect to G806 LAN interface.
[Pv4-Netmask: 255.255.255.0.

@ [Pv4-Gateway: 192.168.0.10(VPN Server IP which same as G800 PPTP Server parameters)

Jinan USR IOT Technology Limited 5 WWW.usriot.com


h.usriot.com

&~ USR IOT

Be Honest, Do Best !

G800(VPN Server)+G806(VPN Client) realize VPN networking

Technical Support: h.usriot.com

USR-G800

Status
Services
Interfaces
APNSET
IPSECSET

Wifi

DHCP and DNS
Hostnames
Diagnostics

QoS

SerialtoEth

1.6.Configure Firewall

Routes specify over which interface and gateway a certain host or network can be reached.

Static IPv4 Routes

Interface Target Metric MTU

Host-IP or Network  if target is a network

serverl v 192.168.10.0 255.255.255.0 192.168.0.10 Delete

Static IPv6 Routes

Interface Target IPv6-Gateway Metric MTU

IPv6-Address or Network (CIDR)

This section contains no values yet

Figure 9 Static Routes configuration

USR-G800

Status

Services

Network

SerialtoEth

~ Firewall

Input accept v
Qutput accept ¥
Forward accept ¥

Zones

Zone = Forwardings Input Output Forward Masquerading MSS clamping
General Settings
Port Forwards & Edit
Traffic Rules lan: lan: 3% & | = accept ¥ accept ¥  accept v o = —
Delete
Custom Rules
Restricting access . [ Edit
S wan_wired: $#*iwan_4g: 2| = EPT accept ¥  accept v accept ¥ Il #
rate-limiting . o g ii Delete
Systemn
Logout (3 add
Figure 10 Configure Firewall
Jinan USR IOT Technology Limited 6 WWWw.usriot.com
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2.Configure USR-G806

2.1.Enter G806 Web Server

Connect PC to G806 LAN interface or WLAN interface and configure PC into DHCP mode as follow:
Internet YRS 4 (TCP/IPv4) Properties >

General  Alternate Configuration

You can get IP settings assigned automatically if your network supports
this capahility. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@ Dbtain an IP address automatically:
(") Use the following IP address:

Diefault gateway: | : ; : |

(®) Obtain DNS server address automatically
() Use the following DNS server addresses:

Validate settings upon exit TR

Cance
Figure 11 Configure PC to DHCP mode

Then enter G806 Web Server by entering G806 LAN interface IP address (Default is 192.168.1.1) and login with
username and password(Default both are root). User can switch between English/Chinese from top right corner.

®
USR IOT
ﬁ' i 3 Be Honest, Do Best!
Communication Expert of Industrial IOT

Authorization Required

Please enter your username and password.

Username: root

Password: |

JiNan Usr IOT Technology Limited http://www.usr.cn/

Figure 12 Enter G806 Web Server
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2.2.Modify G806 LAN interface IP

After entering G806 Web Server, because G806’s default LAN interface IP is same as GB00’s default LAN interface,
we change G806’s LAN interface IP address to 192.168.10.1 as follows:

USR-G806
Interfaces

Interface Overview

Status

Services Network Status Actions

LAN MAC-Address: D8:B0:4C:B9:ADBD :
W RX: 276.11 KB (1653 Pkts.) #. Coppect] @ Stop
o (a) TX: 374.86 KB (1334 Pkts.) : —
SIM Card betan IPv4: 192.168.1.1/24 JiDskers
IPv6: FDCD:EBBD:30B4:0:0:0:0:1/60

IPSEC
WAN_4G Uptime: Oh Om Os a
Wifi MAC-Address: 00:A0:C6:00:00:00 ElCorpecty L@ icp
o RX: 0.00 B (0 Pkts.) . o
AP Client L TX: 3.03 KB (11 Pkts)) ' m “elete
DHCP and DNS e Uptime: Oh 33m 225
WAN_WIRED. MAC-Address: D&:B0:4C:B9:A0:60 & Connect = @ Stop
Hostnames = RX: 908.29 KB (9133 Pkts.)
eth0.2 TX: 179.05 KB (860 Pkts) @ Edit fi Delete
Static Routes Pv4: 192.168.5.53/24
Diagnostics WWAN Uptime: Oh Om Os =5
) MAC-Address: DABO:AC09:ADEC Ziconmecty LG Ston
QoS 82 () RX: 0.00 B (0 Pkts.) _
brwwan TX: 228.36 KB (672 Pkts) 2 Edit i Delete

General Setup Physical Settings Firewall Settings
USR-G806
Status Uptime: Oh 37m 1s

MAC-Address: D8:60:4C:63:A0:6D

Status & RX: 336.60 KB (2177 Pkts)
br-lan TX: 532.84 KB (1866 Pkts.)

Services IPv4: 192,168.1.1/24

IPv6: FOCD:EBSD:30B4:0:0:0:0:1/60
Network
B Protocol Static address ¥
WAN/LAN Port

Really switch protocol? Switch protocol

System
Logout 1Pv4 address 192.168.10.1

IPv4 netmask 255.255.255.0 ¥
IPv4 gateway
IPv4 broadcast

Use custom DNS servers G

Figure 13 Modify G806 LAN interface IP

After modifying to 192.168.10.1, user should click ‘Save&Apply’ on bottom of web page to make settings take
effect. And user also needs to enter Web Server by 192.168.10.1 again.

2.3.Add VPN Client interface

Firstly, add new interface with protocol PPtP as follows:

Jinan USR IOT Technology Limited 8 WWW.usriot.com
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USR-GB06
Network Status Actions

Uptime: 0h 4m 58s

Status LAN MAC-Address: D8:B0:4C:ER:AD:BD
RX: 432.55 KB (4734 Pkts.)
Services & Eain) TX: 14.80 MB (11759 Pkts)

Lol 1Pv4: 192.168.10.1/24
v Network IPv6: FDCD:EBSD:30B4:0:0:0:0:1/60

MAC-Address: 00:A0:C6:00:00:00
SIM Card

Connect Stop

Edlit Delete

Stop

3 & RX: 0.00 B (0 Pkts)
i 2 Edit Delete
TX: 6.80 KB (22 Pts)
IPSEC {22 Pit=
) : Uptime: 0h 42m 57s
wifi DR NIRED) MAC Address: D8:80:4C:39:A0:6D Connect Stop
: a RX: 14.54 MB (22928 Pkts)
o=
AP Client etho2 TX: 542.93 KB (4185 Pkts) Edit Delete
T 1Pv4: 192.168.5.53/24
WWAN Uptime: Oh Om Os
c t st
SRS o MAC-Address: DABOACOSADEC S i
8 (B :
Static Routes Brwnien 00 b0 Pk Edit Delete

TX: 294.19 KB (863 Pkts.)

Diagnostics
Add new interface...
QoS
= n
USR-G806
Create Interface
Name of the new interface test
Status
@ The allowed characters are: A-Z, 3-z, 0-8 and _
Services
Protocol of the new  pptp B
Network interface
Firewall

Create a bridge over [~

WAN/LAN Port multiple interfaces

System Cover the following L Ethernet Adapter: "apclio” (wwan)

terf: %
interiace s~ Ethernet Adapter: "apclil"
Logout )
= Ethernet Switch: "eth@"
P VLAN Interface: "eth0.1" (lan)
;::" VLAN Interface: "eth0.2" (wan_wired)
&~ Ethernet Adapter: "ethl" (wan_4g)
4r! Ethernet Adapter: "ipégre0”
Ethernet Adapter: "ip6tnl0”

Ethernet Adapter: "rad" (lan)

B T b

Ethernet Adapter: "teql0"

W

Wireless Network: Master "USR-GB06-A06D" (lan)

e N oNle e e ol N6 ila e G

% Custom Interface:

Figure 14 Add new VPN Client interface
After configuration, user should click ‘Submit” on bottom of web page to continue configuring.

Then configure VPN Client interface as follows:

® VPN Server: 192.168.5.63(We take LAN test as a example, so we write GB00’s WAN interface IP address
from superior router here. In actual use, user should use public network IP address or domain name)
PAP/CHAP username: test(Same as G800 VPN settings)

PAP/CHAP password: test (Same as G800 VPN settings)

Jinan USR IOT Technology Limited 9 WWW.usriot.com
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On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the
USR-G806 names of several network interfaces separated by spaces. You can also use VLAN notation INTERFACE. VLANNR (... eth0.1).

Status Common Configuration

Services General Setup Advanced Settings Firewall Settings
Network =

Status ) RX: 0.00 B (0 Pkts)
Firewall pptp-test TX: 0.00 B (0 Pkts)
WAN/LAN Port
System Protocol  pptp
Logout VPN Server 192.168.5.63

PAP/CHAP username test

PAP/CHAP password ssse

]

Figure 15 Configure VPN Client interface

User can know G800’s WAN interface IP as follow(We connect G800 to superior router by wired WAN interface
not insert SIM card to connect internet in the test):

®

~ USR IOT Be Honest, Do Best!

IOT Experts. AUTO REFRESH ON &
37 | English

USR-G800

Status Interface Overview

Services Network Status Actions

LAN MAC-Address: DS‘EDAC:‘DU:lS‘ED P Tr— ® stop
2 (e RX: 153.76 KB (1251 Pkts.)

TX: 445.49 KB (1133 Pkts.)

APNSET b IPv4: 192.168.1.1/24 [ Edit @ Delate
IPV6: FDSF:OATLEASS:0:0:0:0:1/60
IPSECSET
WAN_4G Uptime: 0h Om 0s -
- — C 3 St
Wifi MAC-Address: 00:A0:C6:00:00:00 FioEE Sste
= RX: 0.00 B (0 Pkts.) —— P

DHCP and DNS = TX: 19.83 KB (60 Pkts) i i Delete
Hostnames Uptime: On Zm 495

WAN_WIRED MAC-Address: D8:80:4C:D0: 18:ED & Connect @ Stop
Static Routes = RX: 399,19 KB (1878 Pkts)

etho.2 TX: 107.39 KB (766 Pkts) & Edit ii Delete
Diagnostics 1Pv4: 192.168.5.63/24

QoS (3 Add new interface.

SerialtoEth

Figure 16 G800 WAN interface IP

2.4.Configure Static Routes

To achieve communication between two router’s device by VPN tunnel, user should configure ‘Static Routes’.

Configure the Static routes as follows:

® Interface: Choose VPN interface.(test in this test)

® Target: 192.168.1.0. IP of VPN Server’s(G800) device. GB00’s LAN IP is 192.168.1.1, so Target set to
192.168.1.0 can communicate to all device which connect to G800 LAN interface.

® [Pv4-Netmask: 255.255.255.0.

® [Pv4-Gateway: 192.168.0.20(VPN Client IP which same as G800 PPTP Server parameters)

Jinan USR IOT Technology Limited 10 WWW.usriot.com
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Status
Services
Interfaces

SIM Card

m

IPSEC

Wifi

AP Client
DHCP and DNS

Hostnames

Static Routes

Diagnostics

QoS

Firewall

2.5.Configure Firewall
USR-G806

Status
Services
Network

~ Firewall

Routes specify over which interface and gateway a certain host or network can be reached.

Static IPv4 Routes

Interface Target IPv4-Netmask IPv4-Gateway Metric MTU

Host-IP or Network  if target is a network

test |z| 192.168.1.0 255.255.255.0 192.168.0.20 ‘ Delete

Add

Static IPv6 Routes

Interface Target IPv6-Gateway Metric MTU

IPv6-Address or Network (CIDR)

This section contains no values yef

Figure 17 Configure Static Routes

NpUt  accept|T|

Output accaptB

‘ Forward acceptu |

Zones

s " = MsS
General Settings Zone = Forwardings Input Qutput Forward Masquerading clamping
Port Forwards
Traffic Rules 7 Edit
Custom Biles lanz lan: g% .0 & = [wan accept|z| accaptE| acceptB J 1
Delete

Access Restrictions
Rate Limiting . . £ Edit

m wan_wirad; Ejwan dg: gwwan: g = | REJECT | accept accaptEI acceptB I3 I
WAN/LAN Port o Delete
System
Logout i

Figure 18 Configure Firewall
Jinan USR IOT Technology Limited 11 WWww.usriot.com
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3.Test

After above all configuration, user can connect G806 and G800 to a same superior router and ping successfully

between G800’s device and G806’s device as follow:

B |

C:“Userssyangruigiping 192 _168_168.163

IEH; Ping 192.168.108.163 E_ﬁ 32 —.—-|-|'
5 192.168.18.163 RIS : FT -.

H 192.168.18.163 (0]
HH 192.168.10.163 (0] El'flﬂ—l =227ms TTL=62
= H 192.168.108.163 {08 : Fp Bf|B]=253ms TTL=62

=8 Bz EH,

C:sllserssyangruigi

Figure 19 Ping successfully

Jinan USR IOT Technology Limited 12 WWWw.usriot.com
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4.Contact Us

Company: Jinan USR IOT Technology Limited

Address: Floor 11, Building 1, No. 1166 Xinluo Street, Gaoxin District, Jinan, Shandong, 250101, China
Web: www.usriot.com

Support: h.usriot.com

Email: sales@usr.cn

Tel: 86-531-88826739/86-531-55507297

5.Disclaimer

This document provides the information of USR-G806 and USR-G800 products, it hasn't been granted any
intellectual property license by forbidding speak or other ways either explicitly or implicitly. Except the duty
declared in sales terms and conditions, we don’t take any other responsibilities. We don’t warrant the products
sales and use explicitly or implicitly, including particular purpose merchant-ability and marketability, the tort
liability of any other patent right, copyright, intellectual property right. We may modify specification and
description at any time without prior notice.

6.Update History

2018-02-09 V1.0.0 established.
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