JIna 60NbLUNX KOPNOPATUBHbIX CETEN

4" UserGate

N UHTEPHET-NPOBaNAEePOB

KOPMOPATUBHbIV MEXXCETEBOW DKPAH
USERGATEE

npOI/I3BOAI/ITEJ'IbHOCTb
MeXCeTeEBOIo a3KpaHa

no 3056/c

Ceptudukar ®CTIK Poccum N23905
no TpeboBaHMAM K npodunam
3aLUUTbI MEXCeTeBbIX SKPaHOB TVNa
A n b 4 Knacca 3awuTbl, cuCTeMam
06HapyXeHUA BTOPKeHWI1 4 Knacca
3aLYuThI 1 MO 4 YPOBHIO fOBEPUA
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be3onacHocTb KOpI'IOpaTI/IBHOI‘/JI CeTU AOJI?KHa obecrneurBaTbca Ha 6ase BblCOKOMpoOn3Boaun-
TeNnbHOW I'IJ'IaT(I)OprI, nmeroLlen 3anac NMPOYHOCTN N BO3MOXHOCTW MO MaCLlJTa6VIDOBaHI/IIO.

UserGate E siBnAeTcA NOIHOLEHHbIM CETEBbIM CEPBEPHbIM PeLeHNEM, CNOCOOHbIM peLlaThb
3aZlaun No 3aLuTe OT BCEBO3MOXKHbIX MHTEPHET-Yrpo3 B CETSIX C KONMYECTBOM MOJib30BaTe-
newn 0o Tbicaun n bonee

KOMITIEKCHAA 3ALLUTA
WHOPACTPYKTYPbI

[nA cpeaHnx 1 KpynHbIX NPeanpuUsTUin KpariHe BaKHO
MCMOMb30BaHME HAAEXKHbIX 1 MPOU3BOANTENbHbIX
cucTem 6e30MacHOCTY.

UserGate E 30 deKT1BHO 3alMLLIAET KOPNOPATUBHYIO CEeTb
OT COBPEMEHHbIX aTak 1 APYrnx BTOPXKEHUIA, obecne-
UMBaeT aHaNW3 1 GUbTPALMIO TPadKKa MO KOHTEHTY,
KOHTPOJ1b MHTEPHET-MPUNOKEHNI, ONOKMPOBaHWE onac-
HbIX CKPUMTOB 1 MPUNOKEHWI, 3aLLMTY OT BUPYCOB U
CNama, a Takxe Apyrue GyHKUMM 6e30MacHOCTH.

MOAENM

MexceTeBom aKpaH cepumn E npeancrasneH aAByms
moaenamm E1000 1 E3000.

UserGate E1000 UserGate E3000

KOHTPOJIb NOJIb3OBATEJIEN
N CETEBOIO TPAOUKA

CpeaHvM 1 KpynHbIM NPeANPUATUAIA HEOOXOAMMO
obecneueHne 6€30MacHOCTU Kak KOpropaTuBHOM
NHGPACTPYKTYPbI, Tak M COBMNOAEeHe KOPNOPaTVBHbIX
nonutuk. UserGate E peanwvsyet 31v 1 apyrue GyHKUWK,
NpenocTaBnaa BCe HeobxoamMmoe ana obecrneyeHus
KOHTPONA Y MOHUTOPWHIA AENCTBII Kak KOPnopaTuB-

HbIX NOJ/Ib30BaTeNEeN, Tak U FTOCTEBbIX.
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KopnopamusgHelli mexcemesou 3kpaH UserGate E

OCHOBHbIE OYHKL NI
= MexceTeBou SKPaH HOBOTO MNMOKONEHNA = KOHTpOﬂb A0CTyMNa B MHTEPHET . I/IgeHTMdJVlKaul/lﬂ nonb3oBaTenen
= Cuctema obHapyKEeHWA BTOPXKEHI = KoHTtponb [punoxeHnin L7 » [lopmepxka KoHLUenumm BYOD
(IDS/1PS) Bring Your Own Devi
B o kanie SSL. (Bring Your Own Device)
* [locTyn K BHyTPEHHUM pecypcam Yepes y = BuptyanbHas yacTHad ceTb
e = [ocTeBow noptan
SSL VPN Portal fose¢ (VPN)
L B 6 -
= AHanu3 u BbIrPYy3Ka MH(])OpMaLU/HA B 2t/ BrYTOEH ] yﬂaﬂeHHoe
00 MHUMaEeHTax 6e3onacHocTL (SIEM) Hooe e S aOMVHWCTPMPOBaHYE
= AHTMBMPYCHaA 3awWwunTa
= ABTOMaTV3aUMA peakLmmM Ha Yyrpo3bl [ogaepkka ACY Tr (SCADA)
besonacHocTn nHdopmaLmm (SOAR) oo = Advanced Threat Protection
= [lopoepxka knacrepusaumm
*  ObpaTHbIN NpoKCK =  be3onacHOCTb NoYTH 1 BbICOKOW OTKa30yCTONYMBOCTH
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dnemeHT OnucaHue dnemeHT OnucaHune

F1 CeeTognoaHble nHAnKaTopsl MNutaHne/Cructema/KECTKMIM R1 MecTo nogkntoyeHma 3a3emneHna
ANCK
R2 Mopt VGA
F2 KMAKOKPUCTaNANYECKM AUCnNer C SnemeHTammn
ynpasneHus R3 BeHTunATopbl oxnaxaeHna
F3 KoHconbHbI nopt RJ-45 ana nogkntodeHna RS-232 KoHconm R4 KHOMKa OTK/MIOYEHMA 3BYKOBOIO CUrHana OTCYTCTBUA MUTAHWA Ha
OIHOM 113 B6/IOKOB NWTaHWA
F4 MopTt RJ-45 GbE mopyna yaaneHHoro ynpasnenua [PMI
R5 KHomka BKNtoYeHNA/OTKMIOYEHNA MUTAaHWA
F5 2 nopta USB 3.0 Type-A
R6 2 6noka nuTaHua
F6 4 cnota fiNA yCTaHOBKY MOAYNEN CeTeBbIX MHTepdeincos

(NIC) c nHTepdeicom PCle

F7 8 nopros RJ-45 GbE (10/100/1000) CoBMecTUMble MOAYNN U CeTeBbIE KapTbl

F8 4 nopta SFP+ 10GbE CeteBand kapta 8*1 [6/c
CeTeBasd kapTa 4*1 [6/c
CeteBas KapTta 4*1 [6/c (FO)
CeTeBasn kapTa 4*10 [6/c
CeteBasd kapTa 4*10 [6/c (FO with 2 pair bypass)
Mogynb ontnyeckuin (10Gb, SM, 10km, 1310nm, LC, DDM)

Mogaynb ontudyeckmii (10Gb, 850nm, 500m., LC, DDM)



KopnopamusgHelli mexcemesou 3kpaH UserGate E

CNEUNOUKALNA
MpouseoanTenbHOCTb, Max E1000 E3000
MponyckHaa cnocobHOCTb MexceTeBOro akpaHa, UDP (M6ut/c) 25000 30000
MexceTeBoi aKkpaH, Tpaduk EMIX, M6uT/c 27 000 40000
MexceTeBol s3KpaH € GyHKLMeR onpeaeneHnsa NpunoxeHuin L7, 24000 32000
Tpaduk EMIX, Méut/c
OpHoBpemeHHbIx TCP-ceccnin 16 000 000 16 000 000
HoBbIx ceccnin B ceKyHay 100 000 127 000
Cuctema obHapyxeHua BTopkeHnid, Tpaduk EMIX, Méut/c 2800 3900
KoHTeHTHas ¢unbrpauus, Tpadprk EMIX, Méut/c 13 000 14900
WHcnektnpoBaHue SSL, Tpaduk EMIX, MéuT/c 5000 6500
KoHTeHTHas dunbTpauus, aHtuempyc, Tpaduk EMIX, MéuT/c 12400 14900
MeikceTeBol aKpaH ¢ GyHKUMen onpeaeneHns npunoxennia L7, COB, 2800 3900

KOHTeHTHaA dunbTpaums, Tpaduk EMIX, MéuT/c

Pasmep opraHnsayun

PekomeHOoBaHHOE KONNMYECTBO MOJb30BaTesen 1000 3000

Cneuundunkauns ob6opyaoBaHus

MopTtos 10/100/1000Base-T 8 BcTpoeHo 8 BCTpOEeHo
24 c nicnonb3oBaHnem nnat 24 c ncnonb3oBaHMeMm nnat
pacwmpeHunin pacwmpeHunin
MopToB 10GBase SFP+ 12 c ucnonb3oBaHnem nnat 12 c ucnonb3oBaHuem naat
pacwmpeHunin pacwmpeHunin
Mnat pacwmpeHunn 3 3
YnpasneHue no IPMI Ectb Ectb
Mpoueccop, kKonnyecTBo Agep 16 28
MamaAtb, M6anT 32 32
Ovck, Meant 2x1000, RAID-1 2x1000, RAID-1

Pasmepbl 060pyaoBaHus

Fa6apuTbl, MM 1U 1U
438x580x44 438x580x44
Bec, kr 16 16
KpenneHwne B cTonky Canaskn Canasku
CeTb nuTaHuA, Bonbt 140-220 140-220
Motpebnaeman mowHocTb (Makc), Batt 300 300

o||un
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