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for MZM world

UcTtopusa nameHenuu NO gnsa poytepos:

* IRZ RO (RLO1, RLO1w, RUO1, RUO1w)

* IRZR2 (RU21w, RU22w, RL21w, RL22w, RU21, RL21)

* IRZR4 (RU41, RU41c, RU41u, RU41w, RL41, RL41l, RL41w,
RL42, RL43, RL41c, RC41, RC41w)

MocnegHune Bepcumn MO goctynHbl Ha cante www.radiofid.ru

N3mMeHeHna ons Bepcui:

.+ RO:v918 (2020-01-17)
.+ R2:V767 (2020-01-17)
.+ R4:v1412 (2020-01-17)

Jo6aBneHo:
*+ CORE: O6HoBneH Openssl go Bepcum 1.0.2s (ucnpaeneHsl ya3BuMocTuy, gobasneH SSLv3)
* CORE: O6HoBneH Openvpn go Bepcun 2.4.7
*+ CORE: O6HoBneH Strongswan go sepcum 5.8.0
* CORE: B reHepauuio penopT-gaiina gobasneH BbiBog channa append-config ns OpenVPN
*+ CORE: Oo6aeneHa nogaepxka micropython
* CORE: Oo6aeneH moagyne PAM ans aBtopusaumm yepe3 RADIUS cepsep
*  WEBIF: Jo6aBneHa Bo3aMOXHOCTb HacTporiku APN Profiles
*  WEBIF: O6HoBneHa ctpaHuua Status (new strongswan states)
*+ CORE: YpaneHbl deprecated onuum IPsec 1 3agencTBoBaHbl akTyaribHble
« WEBIF: dobaBneH iRZ ZTP Client
WEBIF: Jo6aeneH iRZ Atunnel
WEBIF: JobaBneHa Bo3aMOXXHOCTb ucnonb3oBaTb IPSec Protection ans L2TPv2
*  WEBIF: Jo6aBneHa BO3MOXHOCTb coXxpaHeHus penopTa Ha USB/SD Flash

UcnpaBneHo:
* CORE: Yny4yweHa coBMeCcTUMOCTb net-snmp (6e3 NoBbILLEHNSI BEPCUM)
*  WEBIF: UcnpaBneHa owmnbka coxpaHeHnss HeKoppekTHbIX npasun ang firewall
* CORE: UcnpaBneHa paboTa ckpunTta Anst COCTOAHMSA NOAKIIOYEHUS K COTOBOW CeTH
* CORE: UcnpaeneHa paboTta nHamnkatopa Wi-Fi npu ctapte (Tonbko ans cepun R4)
* CORE: UcnpaBneHa paboTe nHaukaTopa TUna cOTOBOW CeTu (TONbKO Ans cepumn R2)

* CORE: UcnpaeneHa paboTta poytepa B cuTyaLmu, Koraa oCHoBHol SIM-kapTon aenseTca SIM2, Ho npu
cTapTe 3anyckanacb SIM1 (Tonbko Anst 0GHOMOAYIbHBIX POYTEPOB)


http://www.radiofid.ru/
http://www.radiofid.ru/

iR

Wireless solutions
for MZM world

Bepcuu ot 01.04.2019

Job6aBneHo:

CORE: nakeT IPsec TOHHeNs 3aMeHeH € racoon Ha strongswan

CORE: B IPsec go6asneHa BO3MOXHOCTb pabotaTth yepes IKEv2

WEBIF: nsmeHeH pasgen Hactpoek SIM kapT

WEBIF: pobaBneHa BO3MOXHOCTb BKMOYaTb M OTKMOYaTh BUpTyansHeln MAC-agpec B HacTponkax VRRP
CORE: obHoBneH OpenSSH go Bepcun 7.9pl

CORE: o6bHoBneH OpenVPN go Bepcumn 2.4.6

WEBIF: B OpenVPN go6aBrneHa BO3MOXHOCTb ABOWHON aBTOpu3auun B pexxume TLS-client

UcnpaBneHo:

CORE: O6HoBNéH ckpunT gobasnenuns/yganenns npasun firewall

CORE: storngswan - yctpaHeHa npobrnema c HeHanpasneHvem Tpaduka B TYHHENb,
npu koHurypaumm host2host n B cutyaumm, korga oba xocta B 0gHOM CETH

CORE: UcnpaeneHa paboTa c tacacs+

CORE: UcnpaeneHa paboTta pexuma QMI (cnpaBeanueo ansa cepun RO)

CORE: UcnpaeneHa pabota MPPE B PPTP n L2TPv2 ToHHensax

CORE: UcnpaeneHa pabota areHTa SNMP

Bepcuun ot 23.07.2018

Jdob6aBneHo:

CORE: gobasneHo npunoxeHue cepsuca ynpaenexus iRZ Link (Zelda)

R2/R4: po6asneH TyHHenbs DMVPN/NHRP

RO/R2/R4: pobaBneHa BO3MOXHOCTb CO34aBaTh MOb30BaTeNbCKMe LIENOYKMNpaBun
B popmarTe iptables ns web uHtepdenca poyrepa

UcnpaBneHo:

CORE: ncnpaBneHa owwmbka, KOTopasi MOXET MPUBECTU K HEBO3MOXHOCTYW MOAKITHOYEHUS

K ceTu poytepos ¢ moaynem WPD-600

CORE: ucnpasneHa pabota PPTP npu Bknto4veHHon onumn MPPE

CORE: ucnpasneHa owwmnbka He koppekTHoro Beisoga MCC MNC kogos

CORE: ucnpasneHa owwmnbka Belbopa 0CHOBHOWM SIM-KapTbl NpW BKMOYEHMMN poyTepa

CORE: 3Ha4eHue TTL ans TyHenen EolP/GRE yctaHoBneHo kak 64, ecnun He ykasaHO B HAaCTPOWKax

CORE: ucnpasneHa owimbka, npu kotopot DNS 3anpoc k cepBepy Mor ObiTb paspeLleH Yepes Apyron
ceTeBOW NHTepenc

R4: ncnpasneHo BkrtodeHne moaynsa PoE v dhann koHdurypauum
R2: ncnpasneHa nHaunkawumsa cesetoguoaos coctosdHus cetu GSM u cetr WAN (ecnuv CKoHpUryprpoBaHHO)
WEBIF: ncnpasneHa owmnbka oTobpaxxeHus cTpaHuubl Tools > Access Ha HEKOTOpbIX Gpay3epax

Bepcuun ot 06.03.2018

Job6aBneHo:

GPS: pobaeneHa ytunuta gnsa ygobHoro nonyyYyeHus kKoopamnHaT Co CNYTHUKOB - gpspipe (Tonbko ans
poyTepoB ¢ GPS)

HTTPS: nobaBneHa BO3MOXHOCTb 3arpy3uTb CBOM cepTudnKaThl U Nonb30oBaTbcs web nHrepgencom
poyTepa yepes 3alMLEHHBINA NpoTokon https
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GPIO: go6aeneH dyHKLUNOHAN OTNpPaBKN COOBLLLEHMI MO BXOASLLEMY COObLITUIO 1 COXPaHEHME COCTOSIHNS

MopTOB Mpw Nepesarpyskax poyrepa

UcnpaBneHo:

VPN: ncnpaesneHa npobnema npu KOTOPon TOHHENW HE MO NepeyCcTaHaBnMBaTbCs Nocrne paspbiBa CBA3N
VPN xI2tpd: ncnpaesneHa pabota npotokonos MPPE n MSCHAP-v2

VPN xI2tpd: po6aBneHbl HegocTawLwWwme Moaynu aapa (cnpaseanuso ang poytepos cepun RO nR2)
DynDNS: ncnpasneHo onpegeneHne agpeca UHaMU4eCKOM 3anmcu

Bepcuun ot 23.01.2018

Job6aBneHo:

SSH: coxpaHeHuWe Knoyen U3BECTHbIX XOCTOB Npu obHoBneHne BcTpoeHHoro 10

SIM: po6aeneHo none Force MCC MNC B HacTporikax MobunbHoro MiHTepHeTa

VPN: gobasneH TyHHenb L2TPv2 (PPPoL2TP/xI2tpd)

VPN: pob6aBneHbl TyHHenn L2TPv3

VPN: gobasneHbl TyHHenu EolP (Mikrotik coBmecTnmbl)

VPN: pob6aBneHbl anroputmbl XxelwmpoBaHus sha, sha256, sha384, md5, hmac ans IPsec
VPN: gobaBneHa BO3MOXHOCTb yKka3daHue napameTpa key ana GRE TyHHenen

SERIAL: pobaBneHa nogaepxka ModBus TCP (gns poytepoB cepun R2, R4)

RO Series: poytepbl cepun RO nogaepxuvBsato Bce Buabl TyHHeNewn, kpome IPSec

R2 Series: poyTtepbl cepun R2 nogaepxmnsato Bce BUAbl TYHHENen

NET: 6anaHcmpoBka Tpadurka Mexay AOCTYNHbIMU BHELUHUMU UHTEpPdencaMm BpaBHOM COOTHOLLEHUN
WEB: gobaBneHa koHdurypaums agpecos loopback

WEB: go6aeneHo none SRC_IP B “Port Forwarding” gna duneTpaumm Tpadumka ¢ xocTa
WEB: go6aBneHa BO3MOXHOCTb M3MEHUTb CeTeEBOE UMs ycTporcTea (hostname)

UcnpaBneHo:

CORE: ucnpasneHa npobnema, npu KOTOPON B HEKOTOPbIX CITy4asix poyTep 3arpyasncsa ¢ HacTponkamm no
yMorn4yaHuio

DDNS: ucnpasneHa paboTa cepBuca DynDNS

WEB: ncnpasneHo otobpaxeHne GPIO gns poytepos cepun R2

WEB: HacTpoika TyHHenewn BblHECEHa B OTAENbHYIO BKNAaKy

SIM: ucnpasneHo aBto onpegeneHune APN aonda onepatopa «Tele 2» n «Poctenekom»
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Bepcuun ot 12.04.2017

Job6aBneHo:

* PacwupeHHas nHcopmaumusa no cotosbiM mogynsamun MIB-dannsl

* YnpaBneHue nepeknyeHnem mexay SIM-kaptamum

» [obasneH cepsuc xinetd B cuctemy BbliNONHEHWE koMaHa no SMS
UcnpaBneHo:

*  Owwubka npun otnpaeBke SMS

e YnyyleHo ynpaBrneHne COTOBbIMU MOSYNSAMM

*  Owwubka IPCP ¢ cotoBbiM Mmogyriem WeTelecom WPD-600

»  CoxpaHeHne SSH-knto4yern npu obHoBNeHUN BCTpoeHHoro MO

*  Owwubka cbpoca napons cynepnone3oBaTens npy 06HOBEHUN BCTpoeHHoro N0

*  Owwubka Npu ycTaHOBKE MPOrpamMMHbIX NAKeTOB pacLUMpeHus

*  KcnpaBneH HEKOPPEKTHbIN BbIBOL CTaTYCHOW MHbOpMaLnn Anst COTOBbIX MOAYNen

*  Owwubka nepenogknioveHms TyHHensa IPSEC no BHelwwHeMy cobbITUIO

Bepcum ot 27.12.2016

[dob6aBneHo:
¢ BbinonHeHne komang no SMS
*  Mertop ayteHTudurkauum EAP onscotoBbiX MHTEpdEencos
* Hactponka nopToB switch (ckopocTb, Aynnekc)
*  BO3MOXHOCTb ABHOro Bblbopa AnuHbI kMo4aAES (128/192/256)
*  Mogynb IMEI B cTaTyc COTOBOro UHTepdeiica.
UcnpaBneHo:
* BoccraHoBneHune HacTpoek oT cTapbix Bepcuii 1O Ha HOBLIX BepCUsiX
*  V3meHeH 6aHHep B koHconu Owmnbka AoCTyna Yepes akTUBHbINA CETEBON MHTEPdENC, HE ABMAOLLMICS
OCHOBHbIM A5 MapLupyTusaumm
«  TawnmayTt peructpaumm moaynsa ysenuyeH go 180 ¢
+ OG6HoBneHa cTpaHuua MeHegkMeHTa Beb nHTepdenca
*  W3meHeH cnocob 3arpy3ku cepTndukaToB Ansa TyHHenen IPSec n OpenVP

Bepcun ot 01.09.2016

[dob6aBneHo:

e OpenWRT 15.05

e Linux 3.18.33

* Busybox 1.23.2

*  CrtpaHunua Tools -> Access ansa HaCTPOWKM JOCTYNak poyTepy

*  SSH ucnonb3yet OpenSSH BmecTo Dropbear

* [Moppepxka aBTopusaunm yepes TACACS+ gnsa SSH
UcnpaBneHo:

* CrtpaHunua Status
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YnydieH anroputmnepekniodeHns SIM-kapT
KrnneHt NTP BKIOYEH NO YMONYaHMo

Bepcun ot 18.04.2016

Job6aBneHo:

CtpaHuubl knneHtoB WiFi u DHCP leases B Tools

BbiBOO MapLUpYTOB Y CUCTEMHOM MHGOPMaLUKMB OTHETE

YnpaeneHne GPIO B Tools

UBus Agent anst nonb3oBaTenbCKUX COObITUI

BbicTpoe nepenogkntoyeHne TyHHenen IPSec/PPtP npu nameHeHnyn mapLupyTta no yMomn4yaHuto
Bo3MOXHOCTb YKka3aTb UMsl KOHLeHTpaTopa ans PPPoE

OuncTka conntrack 3anucen npu cMeHe MapLUpyTa Mo yMONYaHuio

Xinetd

UcnpaBneHo:

MoBblleHa cTabunbHOCTb TyHHenen IPSec/PPtP

Owunbkn B WEB-uHTepdhence Ha cTpaHuuax Local network uWired internet Ownbkn npu nepekntoyeHnm
mexay SIM-kapTamu

Owwnbka nepeycTaHOBKN paHee yCTaHOBMNEHHbIX NAKeToB Npu cbpoce HacTpoeK N OBHOBEHNN BCTPOEHHOTO
no

Bepcun ot 24.12.2015

Jdob6aBneHo:

Hactpoiika VLAN

UcnpaBneHo:

Owwnbka npoBepku permctpauum

Bepcun ot 08.12.2015

Job6aBneHo:

,D,OGGBJ'IeHbI NPOTOKONbI ONHaMMYecKom MapuipyTtmsaugnm

UcnpaBneHo:

Owubka npu paboTte ¢ SIM-kapTamu Yota

Bepcuu ot 03.12.2015

JobaBneHo:

TyHHenu IPSec
TyHHenu GRE
KrnineHT Dynamic DNS
HacTtpoiika Firewall
Cepsuc VRRP
OtnpaBka SMS



Ctpoka Unit Name

Bo3MOXHOCTb NepeHanpaBnsiTe CUCTEMHBIV XXypHan Ha yaaneHHbIn cepBep
®yHkuma aapa Policy Based Routing

Cepsuc snmpd

CeeneHusa no Tabnuuam mapLupyTmM3aumm B OT4ET (System report)

UcnpaBneHo:

Owubka npu coxpaHeHuun napameTtpa Hidewireless network
O6HoBneHa cTpaHuua ctatyca

Bepcun ot 05.08.2015

Jo6aBneHo:

Bo3moXxHOCTb ycTaHOBKU NakeToB opkgyepes web-nHtepdenc
Crontab

UcnpaBneHo:

YckopeHa 06paboTka 0Tka3oB Moaynen

Bepcum ot 26.06.2015

Jo6aBneHo:

CraTtuyeckne MapLupyTbl

dukcauusa Tuna coeanHeHuns (2G/3G/4G)

Wi-Fi-knueHT anga gocTtyna BUHTEPHET/BHELLHIOW CETb

Beibop npuoputeToB kaHanos cBs3u(SIM/WAN/Wi-Fi)

HacTpowka goctyna k nocrnegoBatenbHbiM noptam (RS232/RS485)
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